a2) *# Ifi a ft &j I = £ -3 T » 13 * 41 fc B IS Hi ii 



(19) 1S*ft]WmWfil«|gi 
2005 if 8 M 11 B (11.08.2005) 




PCT 



WO 2005/074215 Al 



(Sl):S|g^#S 7 : 

(21) SBttJjSS*: 

(22) BE? til SIB: 
(25);SKUJii<0S8§: 



H04L 12/66 

PCT/JP2005/001524 
2005 *2fl2B (02.02.2005) 



(30) : ffi3fe<ti?-5»: 

4#fi@2O04-025015 2004 ^2 2 B (02.02.2004) JP 
*$IS2004-2675 19 2004 *P9 B 14 B (14.09.2004) JP 
: t#H 2004-307953 

2004 ^ 10 ^ 22 B (22. 1 0.2004) JP 

-•M/*— • V 'J 3. — v g >X (CYBER SOLUTIONS 



INC.)[JP/JP]; =f 9893204 SWft(lll^m#SlB»SBg 
ATS 6 Sift© 3 Miyagi (JP). 

(72) t$&lf 

(75) «?S%/tblSA(i|tg(=0^r<3!>^: V 
? «f — Jl' K (KEENI, Glenn Mansfield) [IN/JP1- t 
9893204 S«»(lll^mWSlBmS/«ATi 6 Sift© 
3fcsC£tt-*-</*- V 'J a— > 3 Miyagi (JP). 

(74) ftSA: Hi* &*(FUKUMORI,Hlsao); =r 1020074 M 
m«S5 J fftBB^La^4-5-1 1 S±tfjU2 FTokyo 
(JP). 

(8i) ft^srs^osi^y. ^x©as<o@rt«giAt 

Wfig): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG BR 
BW, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, Dm' 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, HR, HU 
ID, IL, IN, IS, KB, KG, KP, KR, KZ, LC, LK, LR, LS, LT, 



= < YSTEM UNAUTHORIZED INFORMATION DETECTION SYSTEM AND UNAUTHORIZED ATTACK SOURCE SEARCH 



= (54):«|B(0*fii: ^iElliffleftl^X-rAa^jElfe^TugSsgi/^-rA 




= Sfln^h h f 3 Sy J Stem fordetectin « md 3 (D)DoS attack and identifying the attack source, which system 

= j t g Tr f r ce to determine whe?ner a (d)dos attack is presem - The number ° f »»«» * the pockets 

S ^ ^, L t w 6 , l m0mt0r ! d - When ^ nUmber of «* — addrcsses has reached a prcdetermined number or 
— a predetermined rat.o within a predetenmned time, it is judged that an unauthorized attack is present. Moreover, the packet of the 

= mfolTon" Crent " Umber COlreS P° ndin « to me **™sion source infotLtion is judged to be unaumon^ed 

<J (S7)!»»: 



ir5 



O 



^jg&S ^S^fcS^^W^MSr^^i-S £ t 5 (D)DoS # 

<t i £ (J/ET~<5o 




WO 2005/074215 Al I1I1IH1III1IIIII0IIII0II1I1II1III11IIII 



; LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NI, IE, IS, IT, LT, LU, MC, NL, PL, PT, RO, SB, SI, SK, TR), 

: NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML, 

SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, MR, NE, SN, TD, TG). 
. VC, VN, YU, ZA, ZM, ZW. 

it'SItfe): ARIPO (BW, GH, GM, KE, LS, MW, MZ, NA, 

SD, SL, SZ, TZ, UG, ZM, ZW), 2-7V7 (AM, AZ, 2X$3- K&tf <fi(DB8I§ICO^Tfi, £J«fSfT 

BY, KG, KZ, MD, RU, TJ, TM), S-O (AT, BE, fc/>CT#-t?y hO)^^fi$^Tt^S r 3 - KtKI§ 

BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, <Dlf>(?>*J — h J £#BB 0 



